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Unit 7: Securing Information Systems 

• Security refers to the policies, procedures, and technical measures used to prevent unauthorized 

access, alteration, theft, or physical damage to information systems.  

• Controls are methods, policies, and organizational procedures that ensure the safety of the 

organization’s assets; the accuracy and reliability of its records; and operational adherence to 

management standards. 

System Vulnerability and Abuse: 

• As firms become more technologically oriented, they must become more aware of security and 

control issues surrounding their information systems and protect the resources. 

• When large amounts of data are stored in electronic form, they are vulnerable to many more 

kinds of threats than when they existed in manual form. 

• Through communications networks, information systems in different locations are 

interconnected.  

• The potential for unauthorized access, abuse, or fraud is not limited to a single location but can 

occur at any access point in the network. 

Why Systems Are Vulnerable? 

• Vulnerability is weakness or flaw in a computer system that can be exploited by a threat.  

• Security threat is a possible danger that might exploit vulnerabilities in a computer system to 

breach security and thus cause possible harm.  

• Information systems are vulnerable to technical, organizational, and environmental threats from 

internal and external sources.  

• If managers at all levels don't make security and reliability their number one priority, then the 

threats to an information system can easily become real. 
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• Businesses that partner with outside companies are more vulnerable. Partnering companies may 

not protect information as strictly.  

• Employees of the partnering firm may not view security as diligently as the primary business. In 

today's business environment, it's not enough to protect hardware and software physically 

located within an organization.  

• Mobile computing devices like smartphones, cell phones, netbooks, and laptops, add to the 

vulnerability of information systems by creating new points of entry into information systems. 

Internet Vulnerabilities 

• Large public networks, such as the Internet, are more vulnerable than internal networks because 

they are virtually open to anyone.  

• The Internet is so huge that when abuses do occur, they can have an enormously widespread 

impact.  

• When the Internet becomes part of the corporate network, the organization’s information 

systems are even more vulnerable to actions from outsiders. 

• Computers that are constantly connected to the Internet by cable modems or digital subscriber 

line (DSL) lines are more open to penetration by outsiders because they use fixed Internet 

addresses where they can be easily identified. 

• Vulnerability has also increased from widespread use of e-mail, instant messaging (IM), and peer-

to-peer file-sharing programs.  

• E-mail may contain attachments that serve as springboards for malicious software or 

unauthorized access to internal corporate systems.  

• Employees may use e-mail messages to transmit valuable trade secrets, financial data, or 

confidential customer information to unauthorized recipients. 
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Malicious Software: 

• Malicious software programs are referred to as malware and include a variety of threats, such as 

computer viruses, worms, and Trojan horses.  

• A computer virus is a rogue software program that attaches itself to other software programs or 

data files in order to be executed, usually without user knowledge or permission.  

• Most computer viruses deliver a “payload.”  

• The payload may be relatively not harmful, such as the instructions to display a message or image, 

or it may be highly destructive—destroying programs or data, clogging computer memory, 

reformatting a computer’s hard drive, or causing programs to run improperly.  

• Viruses typically spread from computer to computer when humans take an action, such as sending 

an e-mail attachment or copying an infected file. 

• Most recent attacks have come from worms, which are independent computer programs that 

copy themselves from one computer to other computers over a network.  

• (Unlike viruses, they can operate on their own without attaching to other computer program files 

and rely less on human behavior in order to spread from computer to computer. This explains 

why computer worms spread much more rapidly than computer viruses.)  

• Worms destroy data and programs as well as disrupt or even halt the operation of computer 

networks. 

• Worms and viruses are often spread over the Internet from files of downloaded software, from 

files attached to e-mail transmissions, or from compromised e-mail messages or instant 

messaging.  

• Viruses have also invaded computerized information systems from “infected” disks or infected 

machines. E-mail worms are currently the most problematic. 

• A Trojan horse is a software program that appears to be benign (genuine) but then does 

something other than expected. 

• The Trojan horse is not itself a virus because it does not replicate, but it is often a way for viruses 

or other malicious code to be introduced into a computer system.  

• The term Trojan horse is based on the huge wooden horse used by the Greeks to trick the Trojans 

into opening the gates to their fortified city during the Trojan War. Once inside the city walls, 

Greek soldiers hidden in the horse revealed themselves and captured the city. 

• SQL injection attacks are the largest malware threat. SQL injection attacks take advantage of 

vulnerabilities in poorly coded Web application software to introduce malicious program code 

into a company’s systems and networks.  

• These vulnerabilities occur when a Web application fails to properly validate or filter data entered 

by a user on a Web page, which might occur when ordering something online.  

• An attacker uses this input validation error to send a false SQL query to the underlying database 

to access the database, plant malicious code, or access other systems on the network.  

• Large Web applications have hundreds of places for inputting user data, each of which creates an 

opportunity for an SQL injection attack. 

• Spyware is any software installed on your PC that collects your information without your 

knowledge, and sends that information back to the creator so they can use your personal 

information in some nefarious way. This could include keylogging to learn your passwords, 
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watching your searching habits, changing out your browser home and search pages, adding 

obnoxious browser toolbars, or just stealing your passwords and credit card numbers.  

• Keyloggers record every keystroke made on a computer to steal serial numbers for software, to 

launch Internet attacks, to gain access to e-mail accounts, to obtain passwords to protected 

computer systems, or to pick up personal information such as credit card numbers. 

• A backdoor in a computer system is a method of bypassing normal authentication, securing 

unauthorized remote access to a computer, obtaining access to plain text, and so on, while 

attempting to remain undetected. 

Hackers and Computer Crime: 

• A hacker is an individual who intends to gain unauthorized access to a computer system.  

• Within the hacking community, the term cracker is typically used to denote a hacker with criminal 

intent, although in the public press, the terms hacker and cracker are used interchangeably.  

• Hackers and crackers gain unauthorized access by finding weaknesses in the security protections 

employed by Web sites and computer systems, often taking advantage of various features of the 

Internet that make it an open system that is easy to use. 

Spoofing and Sniffing: 

• Hackers attempting to hide their true identities often spoof, or misrepresent, themselves by using 

fake e-mail addresses or masquerading as someone else.  

• Spoofing also may involve redirecting a Web link to an address different from the intended one, 

with the site masquerading as the intended destination.  

• For example, if hackers redirect customers to a fake Web site that looks almost exactly like the 

true site, they can then collect and process orders, effectively stealing business as well as sensitive 

customer information from the true site. 

• A sniffer is a type of eavesdropping program that monitors information traveling over a network.  

• When used legitimately, sniffers help identify potential network trouble spots or criminal activity 

on networks, but when used for criminal purposes, they can be damaging and very difficult to 

detect.  

• Sniffers enable hackers to steal proprietary information from anywhere on a network, including 

e-mail messages, company files, and confidential reports. 

Denial-of-Service Attacks: 

• In a denial-of-service (DoS) attack, hackers flood a network server or Web server with many 

thousands of false communications or requests for services to crash the network.  

• The network receives so many queries that it cannot keep up with them and is thus unavailable 

to service legitimate requests.  

• A distributed denial-of-service (DDoS) attack uses numerous computers to inundate and 

overwhelm the network from numerous launch points. 

• Although DoS attacks do not destroy information or access restricted areas of a company’s 

information systems, they often cause a Web site to shut down, making it impossible for 

legitimate users to access the site.  
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• For busy e-commerce sites, these attacks are costly; while the site is shut down, customers cannot 

make purchases.  

• Especially vulnerable are small and midsize businesses whose networks tend to be less protected 

than those of large corporations. 

Computer Crime: 

• Most hacker activities are criminal offenses, and the vulnerabilities of systems make them targets 

for other types of computer crime as well. 

• Computer crime is a growing national and international threat to the continued development of 

e-business and e-commerce. 

• It's very difficult for our society and our governments to keep up with the rapid changes in the 

types of computer crime being committed. Many laws have to be rewritten and many new laws 

must be implemented to accommodate the changes. 

 

Identity Theft: 

• With the growth of the Internet and electronic commerce, identity theft has become especially 

troubling.  

• Identity theft is a crime in which an imposter obtains key pieces of personal information, such as 

social security identification numbers, driver’s license numbers, or credit card numbers, to 

impersonate someone else.  

• The information may be used to obtain credit, merchandise, or services in the name of the victim 

or to provide the thief with false credentials. 

• One increasingly popular tactic is a form of spoofing called phishing.  

• Phishing involves setting up fake Web sites or sending e-mail or text messages that look like those 

of legitimate businesses to ask users for confidential personal data.  
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• The message instructs recipients to update or confirm records by providing social security 

numbers, bank and credit card information, and other confidential data either by responding to 

the e-mail message, by entering the information at a bogus Web site, or by calling a telephone 

number. 

Click Fraud: 

• When you click on an ad displayed by a search engine, the advertiser typically pays a fee for each 

click, which is supposed to direct potential buyers to its products.  

• Click fraud occurs when an individual or computer program fraudulently clicks on an online ad 

without any intention of learning more about the advertiser or making a purchase.  

• Click fraud has become a serious problem at Google and other Web sites that feature pay-per-

click online advertising. 

Internal Threats: Employees 

• It is surprising to learn that most computer crime against companies is committed by current or 

former employees. They know the system best, are entrusted with huge amounts of data, and 

have the easiest access.  

• Managers and executives need to be aware of potential internal threats to their systems and put 

special measures in place to safeguard systems and data.  

• They also need to impress upon all employees how important security is throughout the system 

right down to the last person. 

• Password theft is the easiest way for hackers to gain access to a system. No, they don't come into 

your office at night and look at the piece of paper in your desk drawer that has your password 

written on it.  

• They generally use specially written software programs that can build various passwords to see if 

any of them will work.  

• That's why you should use odd combinations of letters and numbers not easily associated with 

your name to create your password. The longer the password, the harder it is to replicate.  

• The same password should not be used for more than one access point.  

• Using multiple passwords limits the damage done if a hacker does manage to obtain a single 

password. 

• Safeguarding individual passwords is the responsibility of everyone in the organization.  

• An effective way of limiting access to data is to establish computer-generated logs that show every 

employee who logged on, what they did, what part of the system they accessed, and whether any 

data were used or updated.  

• Logs are easily created by system software programs and should be periodically reviewed by the 

information technology staff and department managers. If nothing else, it gives them an idea of 

what their employees are doing. 

Business Value of Security and Control: 

• Many firms are reluctant to spend heavily on security because it is not directly related to sales 

revenue. However, protecting information systems is so critical to the operation of the business 

that it deserves a second look. 
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• Companies have very valuable information assets to protect. Systems often house confidential 

information about individuals’ taxes, financial assets, medical records, and job performance 

reviews.  

• They also can contain information on corporate operations, including trade secrets, new product 

development plans, and marketing strategies.  

• Government systems may store information on weapons systems, intelligence operations, and 

military targets.  

• These information assets have tremendous value, and the repercussions can be devastating if 

they are lost, destroyed, or placed in the wrong hands. 

• Transactions worth billions and trillions of dollars are carried out on networks every day. Think of 

the impact if the networks experience downtime for even a few minutes. It may create serious 

harm to business reputation of the organization. 

• If a business doesn't adequately protect its systems for any other reason, it should just to avoid 

expensive and time-consuming legal action.  

• The national retailer T.J. Maxx was forced to spend about $200 million in court case and damage 

costs after it experienced a serious security breach in 2008. 

Legal and Regulatory Requirements for Electronic Records Management: 

• Because information systems are used to generate, store, and transport such data, the legislation 

requires firms to consider information systems security and other controls required to ensure the 

integrity, confidentiality, and accuracy of their data.  

• Each system application that deals with critical financial reporting data requires controls to make 

sure the data are accurate.  

• Controls to secure the corporate network, prevent unauthorized access to systems and data, and 

ensure data integrity and availability in the event of disaster or other disruption of service are 

essential as well. 

• Because so much of our personal and financial information is now maintained electronically, the 

government needs to pass laws mandating how the data will be protected from unauthorized or 

illegal misuse.  

• Govt. of Nepal has already passed a cyber law outlining the requirements for electronic records 

management and is in process of modifying the law and creating new laws.  

• All of these laws are in response to computer crimes and abuses that businesses or individual have 

committed or experienced. 

Electronic Evidence and Computer Forensics: 

• Several things are happening in the corporate worlds that are changing the requirements for how 

companies handle their electronic documents: 

o Companies are communicating more and more with email and other forms of electronic 

transmissions, and 

o Courts are allowing all forms of communication to be held as evidence. 

• Therefore, businesses must develop methods of capturing, storing, and presenting any and all 

electronic communications including email, instant messaging, and e-commerce transactions. 

http://www.genuinenotes.com/


Compiled By: Krishna Bhandari  www.genuinenotes.com  

• Computer forensics is the application of investigation and analysis techniques to gather and 

preserve evidence from a particular computing device in a way that is suitable for presentation in 

a court of law.  

• It can be used in the detection and prevention of crime and in any dispute where evidence is 

stored digitally.  

• Computer forensics is the scientific collection, examination, authentication, preservation, and 

analysis of data held on or retrieved from computer storage media in such a way that the 

information can be used as evidence in a court of law. It deals with the following problems: 

o Recovering data from computers while preserving evidential integrity 

o Securely storing and handling recovered electronic data 

o Finding significant information in a large volume of electronic data 

o Presenting the information to a court of law.  

• Many people believe that just because they delete a file from a computer file directory that it's 

no longer available or recoverable. That's a false belief.  

• Data remains on hard drives in magnetic form long after it's apparently been deleted. People 

trained in computer forensics are able to uncover ambient data and other forms of electronic 

evidence that can be used in courts of law.  

• Businesses and employees must increase their awareness of the necessity for keeping good 

records. 

Establishing a Framework for Security and Control: 

• Even with the best security tools, our information systems won’t be reliable and secure unless we 

know how and where to deploy them.  

• We’ll need to know where our company is at risk and what controls we must have in place to 

protect our information systems.  

• We’ll also need to develop a security policy and plans for keeping our business running if our 

information systems aren’t operational.  

• To prevent security related problems one of the best ways is to institute controls into our 

information system through methods, policies, and procedures. 

Information Systems Controls: 

• Information systems controls are both manual and automated and consist of both general 

controls and application controls.  

• General controls govern the design, security, and use of computer programs and the security of 

data files in general throughout the organization’s information technology infrastructure. 

• On the whole, general controls apply to all computerized applications and consist of a 

combination of hardware, software, and manual procedures that create an overall control 

environment. 

• General controls include software controls, physical hardware controls, computer operations 

controls, data security controls, controls over implementation of system processes, and 

administrative controls. Table below describes the functions of each of these controls. 
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• Application controls are specific controls unique to each computerized application, such as 

payroll or order processing.  

• They include both automated and manual procedures that ensure that only authorized data are 

completely and accurately processed by that application.  

• Application controls can be classified as  

o input controls,  

o processing controls, and  

o output controls.  

• Input controls check data for accuracy and completeness when they enter the system. There are 

specific input controls for input authorization, data conversion, data editing, and error handling.  

• Processing controls establish that data are complete and accurate during updating.  

• Output controls ensure that the results of computer processing are accurate, complete, and 

properly distributed. 

 

Risk Assessment: 

• A risk assessment determines the level of risk to the firm if a specific activity or process is not 

properly controlled.  

• Not all risks can be anticipated and measured, but most businesses will be able to acquire some 

understanding of the risks they face.  

• Business managers working with information systems specialists should try to determine the 

value of information assets, points of vulnerability, the likely frequency of a problem, and the 

potential for damage.  

• For example, if an event is likely to occur no more than once a year, with a maximum of a $1,000 

loss to the organization, it is not be wise to spend $20,000 on the design and maintenance of a 

control to protect against that event.  

• However, if that same event could occur at least once a day, with a potential loss of more than 

$300,000 a year, $100,000 spent on a control might be entirely appropriate. 
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• Once the risks have been assessed, system builders will concentrate on the control points with 

the greatest vulnerability and potential for loss. 

Security Policy: 

• Once we’ve identified the main risks to our systems, our company will need to develop a security 

policy for protecting the company’s assets.  

• A security policy consists of statements ranking information risks, identifying acceptable security 

goals, and identifying the mechanisms for achieving these goals.  

• What are the firm’s most important information assets? Who generates and controls this 

information in the firm?  

• What existing security policies are in place to protect the information?  

• What level of risk is management willing to accept for each of these assets?  

• Is it willing, for instance, to lose customer credit data once every 10 years? Or will it build a security 

system for credit card data that can withstand the once-in-a-hundred-year disaster?  

• Management must estimate how much it will cost to achieve this level of acceptable risk. 

• Because of the increasing liability for security breaches, many companies are now establishing a 

chief security officer position to help ensure the firm maximizes the protection of information 

resources.  

• Some tools available to the CSO are: 

o Security policy: Principal document that determines security goals and how they will be 

achieved. 

o Acceptable use policy: Outlines acceptable and unacceptable uses of hardware and 

telecommunications equipment. 

o Identity management system: Manages access to each part of the information system. 

• Identity management is one of the most important principles of a strong, viable security policy. It 

includes: 

o Business processes and software tools for identifying valid system users. 

o Controlling access to system resources. 

o Policies for identifying and authorizing different categories of system users. 

o Specifying what systems or portions of systems each user is allowed to access. 

o Processes and technologies for authenticating users and protecting their identities 

 

Disaster Recovery Planning and Business Continuity Planning: 

• If you run a business, you need to plan for events, such as power outages, floods, earthquakes, or 

terrorist attacks that will prevent your information systems and your business from operating.  

• Disaster recovery planning devises plans for the restoration of computing and communications 

services after they have been disrupted.  

• Disaster recovery plans focus primarily on the technical issues involved in keeping systems up and 

running, such as which files to back up and the maintenance of backup computer systems or 

disaster recovery services. 

• For example, MasterCard maintains a duplicate computer center in Kansas City, Missouri, to serve 

as an emergency backup to its primary computer center in St. Louis. 

http://www.genuinenotes.com/


Compiled By: Krishna Bhandari  www.genuinenotes.com  

• Business continuity planning focuses on how the company can restore business operations after 

a disaster strikes.  

• The business continuity plan identifies critical business processes and determines action plans for 

handling mission-critical functions if systems go down. 

• Business managers and information technology specialists need to work together on both types 

of plans to determine which systems and business processes are most critical to the company.  

• They must conduct a business impact analysis to identify the firm’s most critical systems and the 

impact a systems outage would have on the business.  

• Management must determine the maximum amount of time the business can survive with its 

systems down and which parts of the business must be restored first. 

 

The Role of Auditing: 

• How does management know that information systems security and controls are effective? To 

answer this question, organizations must conduct comprehensive and systematic audits.  

• An MIS audit examines the firm’s overall security environment as well as controls governing 

individual information systems.  

• The auditor should trace the flow of sample transactions through the system and perform tests, 

using, if appropriate, automated audit software.  

• The MIS audit may also examine data quality. Security audits review technologies, procedures, 

documentation, training, and personnel.  

• A thorough audit will even simulate an attack or disaster to test the response of the technology, 

information systems staff, and business employees. 

• The audit lists and ranks all control weaknesses and estimates the probability of their occurrence. 

It then assesses the financial and organizational impact of each threat. 

• MIS audits verify that the system was developed according to specifications, that the input, 

processing, and output systems are operating according to requirements, and that the data is 

protected against theft, abuse, and misuse. 
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