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Unit 4: Ethical and Social Issues in Information Systems 

Understanding Ethical and Social Issues related to Systems: 

• In the past 10 years, we have witnessed, arguably, one of the most ethically challenging periods 

for U.S. and global business.  

• Table below provides a small sample of recent cases demonstrating failed ethical judgment by 

senior and middle managers. These lapses in management ethical and business judgment 

occurred across a broad spectrum of industries. 

 
• In today’s new legal environment, managers who violate the law and are convicted will most likely 

spend time in prison. 

• Nowadays, there is a provision globally to impose stiff sentences on business executives based on 

the monetary value of the crime, the presence of a conspiracy to prevent discovery of the crime, the 

use of structured financial transactions to hide the crime, and failure to cooperate with prosecutors. 

• Ethics refers to the principles of right and wrong that individuals, acting as free moral agents, use 

to make choices to guide their behaviors.  

• Information systems raise new ethical questions for both individuals and societies because they 

create opportunities for intense social change, and thus threaten existing distributions of power, 

money, rights, and obligations.  

• Like other technologies, such as steam engines, electricity, the telephone, and the radio, 

information technology can be used to achieve social progress, but it can also be used to commit 

crimes and threaten cherished social values.  

• The development of information technology will produce benefits for many and costs for others. 

• Ethical issues in information systems have been given new urgency by the rise of the Internet and 

electronic commerce.  

• Internet and digital firm technologies make it easier than ever to assemble, integrate, and 

distribute information, unleashing new concerns about the appropriate use of customer 

information, the protection of personal privacy, and the protection of intellectual property. 
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• Other pressing ethical issues raised by information systems include establishing accountability for 

the consequences of information systems, setting standards to safeguard system quality that 

protects the safety of the individual and society, and preserving values and institutions considered 

essential to the quality of life in an information society.  

• When using information systems, it is essential to ask, “What is the ethical and socially responsible 

course of action?” 

 

A model for thinking about Ethical, Social and Political Issues: 

Ethical, social, and political issues are closely linked. The ethical dilemma you may face as a manager of 

information systems typically is reflected in social and political debate. One way to think about these 

relationships is given in Figure below. 

 

• Example: Imagine society as a more or less calm pond on a summer day, a delicate ecosystem in 

partial equilibrium with individuals and with social and political institutions. Individuals know how 

to act in this pond because social institutions (family, education, organizations) have developed 

well-honed rules of behavior, and these are supported by laws developed in the political sector 

that prescribe behavior and promise sanctions for violations. Now toss a rock into the center of 

the pond. What happens? Ripples, of course. 

• Imagine instead that the disturbing force is a powerful shock of new information technology and 

systems hitting a society more or less at rest.  
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• Suddenly, individual actors are confronted with new situations often not covered by the old rules. 

Social institutions cannot respond overnight to these ripples—it may take years to develop 

etiquette, expectations, social responsibility, politically correct attitudes, or approved rules.  

• Political institutions also require time before developing new laws and often require the 

demonstration of real harm before they act.  

• In the meantime, you may have to act. You may be forced to act in a legal gray area.  

• We can use this model to illustrate the dynamics that connect ethical, social, and political issues.  

• This model is also useful for identifying the main moral dimensions of the information society, 

which cut across various levels of action—individual, social, and political. 

Five Moral Dimensions of The Information Age: 

The major ethical, social, and political issues raised by information systems include the following moral 

dimensions: 

• Information rights and obligations. What information rights do individuals and organizations 

possess with respect to themselves? What can they protect? 

• Property rights and obligations. How will traditional intellectual property rights be protected in 

a digital society in which tracing and accounting for ownership are difficult and ignoring such 

property rights is so easy? 

• Accountability and control. Who can and will be held accountable and liable for the harm done 

to individual and collective information and property rights? 

• System quality. What standards of data and system quality should we demand to protect 

individual rights and the safety of society? 

• Quality of life. What values should be preserved in an information- and knowledge-based society? 

Which institutions should we protect from violation? Which cultural values and practices are 

supported by the new information technology? 

Key Technology Trends that raise Ethical Issues: 

• Ethical issues long preceded information technology. Nevertheless, information technology has 

heightened ethical concerns, taxed existing social arrangements, and made some laws obsolete 

or severely crippled.  

• There are four key technological trends responsible for these ethical stresses and they are 

summarized in Table below. 

 
• The doubling of computing power every 18 months has made it possible for most organizations 

to use information systems for their core production processes.  
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• As a result, our dependence on systems and our vulnerability to system errors and poor data 

quality have increased.  

• Social rules and laws have not yet adjusted to this dependence.  

• Standards for ensuring the accuracy and reliability of information systems are not universally 

accepted or enforced. 

• Advances in data storage techniques and rapidly declining storage costs have been responsible 

for the multiplying databases on individuals—employees, customers, and potential customers—

maintained by private and public organizations.  

• These advances in data storage have made the routine violation of individual privacy both cheap 

and effective.  

• Massive data storage systems are inexpensive enough for regional and even local retailing firms 

to use in identifying customers. 

• Advances in data analysis techniques for large pools of data are another technological trend that 

heightens ethical concerns because companies and government agencies are able to find out 

highly detailed personal information about individuals. 

• With data management tools, companies can assemble and combine the myriad pieces of 

information about you stored on computers much more easily than in the past. 

• Think of all the ways you generate computer information about yourself— credit card purchases, 

telephone calls, magazine subscriptions, video rentals, mail-order purchases, banking records, 

local, state, and federal government records (including court and police records), and visits to 

Web sites.  

• Put together and mined properly, this information could reveal not only your credit information 

but also your driving habits, your tastes, your associations, and your political interests. 

• Companies with products to sell purchase relevant information from these sources to help them 

more finely target their marketing campaigns. 

• Companies can analyze large pools of data from multiple sources to rapidly identify buying 

patterns of customers and suggest individual responses.  

• The use of computers to combine data from multiple sources and create electronic collection of 

detailed information on individuals is called profiling. 

• A new data analysis technology called Non-Obvious Relationship Awareness (NORA) has given 

both the government and the private sector even more powerful profiling capabilities.  

• NORA can take information about people from many disparate sources, such as employment 

applications, telephone records, customer listings, and “wanted” lists, and correlate relationships 

to find obscure hidden connections that might help identify criminals or terrorists. 

• NORA technology scans data and extracts information as the data are being generated so that it 

could, for example, instantly discover a man at an airline ticket counter who shares a phone 

number with a known terrorist before that person boards an airplane.  

• The technology is considered a valuable tool for homeland security but does have privacy 

implications because it can provide such a detailed picture of the activities and associations of a 

single individual. 

• Finally, advances in networking, including the Internet, promise to greatly reduce the costs of 

moving and accessing large quantities of data and open the possibility of mining large pools of 

data remotely using small desktop machines, permitting an invasion of privacy on a scale and with 

a precision heretofore unimaginable. 
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