
Compiled By: Krishna Bhandari  https://www.genuinenotes.com 

Unit 6: Network Security and Public Key Infrastructure 

Overview of Network Security: 

Network security entails protecting the usability, reliability, integrity, and safety of network and data. 

Effective network security defeats a variety of threats from entering or spreading on a network. The 

primary goal of network security are Confidentiality, Integrity, and Availability. 

• It includes both hardware and software technologies 

• It targets a variety of threats 

• It stops them from entering or spreading on your network 

• Effective network security manages access to the network 

Network security combines multiple layers of defenses at the edge and in the network. Each network 

security layer implements policies and controls. Authorized users gain access to network resources, but 

malicious actors are blocked from carrying out exploits and threats. 

The major types of network security include: 

• Access Control 

• Antivirus and Antimalware Software 

• Application Security 

• Behavioral analytics to detect abnormal network behavior 

• Email Security, Web Security 

• Data loss prevention 

• Firewalls 

• Intrusion prevention and detection system 

• Virtual Private Networks (VPN) 

To sum up, Network security consists of the policies and practices adopted to prevent and monitor 

unauthorized access, misuse, modification, or denial of a computer network and network-accessible 

resources. Network security involves the authorization of access to data in a network, which is controlled 

by the network administrator. 

Digital Certificates: 

• A digital certificate, also known as a public key certificate, is used to cryptographically link 

ownership of a public key with the entity that owns it.  

• Digital certificates are for sharing public keys to be used for encryption and authentication.  

• Digital certificates include the public key being certified, identifying information about the entity 

that owns the public key, metadata relating to the digital certificate and a digital signature of the 

public key created by the issuer of the certificate. 

• Digital certificates are used in public key cryptography functions; they are most commonly used 

for initializing secure SSL connections between web browsers and web servers.  

• Digital certificates are also used for sharing keys to be used for public key encryption and 

authentication of digital signatures. 
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• Digital certificates are used by all major web browsers and web servers to provide assurance that 

published content has not been modified by any unauthorized actors, and to share keys for 

encrypting and decrypting web content. 

• While it is possible for an entity to create its own PKI and issue its own digital certificates -- and in 

some cases this approach might be reasonable, for example when an organization maintains its 

own PKI to issue certificates for its own internal use -- the vast majority of digital certificates are 

issued by a certificate authority (CA).  

• CAs are considered trusted third parties in the context of a PKI; using a trusted third party to issue 

digital certificates enables individuals to extend their trust in the CA to the trustworthiness of the 

digital certificates that it issues. 

X.509 Certificates: 

An X.509 certificate is a digital certificate that uses the widely accepted international X.509 public key 

infrastructure (PKI) standard to verify that a public key belongs to the user, computer or service identity 

contained within the certificate. 

X.509 is part of the X.500 series of recommendations that define a directory service. The directory is, in 

effect, a server or distributed set of servers that maintains a database of information about users. The 

information includes a mapping from user name to network address, as well as other attributes and 

information about the users. 

X.509 is based on the use of public-key cryptography and digital signatures. The standard does not dictate 

the use of a specific digital signature algorithm nor a specific hash function. Figure below illustrates the 

overall X.509 scheme for generation of a public-key certificate. 

 

Fig: X.509 Public-Key Certificate Use 

The certificate for Bob’s public key includes unique identifying information for Bob, Bob’s public key, and 

identifying information about the CA, plus other information as explained subsequently. This information 

is then signed by computing a hash value of the information and generating a digital signature using the 
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hash value and the CA’s private key. X.509 indicates that the signature is formed by encrypting the hash 

value.  

The heart of the X.509 scheme is the public-key certificate associated with each user. These user 

certificates are assumed to be created by some trusted certification authority (CA) and placed in the 

directory by the CA or by the user. The directory server itself is not responsible for the creation of public 

keys or for the certification function; it merely provides an easily accessible location for users to obtain 

certificates. 

Figure below shows the general format of a certificate. 

 

Version: Differentiates among successive versions of the certificate format; the default is version 1. If the 

issuer unique identifier or subject unique identifier are present, the value must be version 2. If one or 

more extensions are present, the version must be version 3. Although the X.509 specification is currently 

at version 7, no changes have been made to the fields that make up the certificate since version 3. 

Serial number: An integer value unique within the issuing CA that is unambiguously associated with this 

certificate. 

Signature algorithm identifier: The algorithm used to sign the certificate together with any associated 

parameters. Because this information is repeated in the signature field at the end of the certificate, this 

field has little, if any, utility. 

Issuer name: X.500 name of the CA that created and signed this certificate. 
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Period of validity: Consists of two dates: the first and last on which the certificate is valid. 

Subject name: The name of the user to whom this certificate refers. That is, this certificate certifies the 

public key of the subject who holds the corresponding private key. 

Subject’s public-key information: The public key of the subject, plus an identifier of the algorithm for which 

this key is to be used, together with any associated parameters. 

Issuer unique identifier: An optional-bit string field used to identify uniquely the issuing CA in the event 

the X.500 name has been reused for different entities. 

Subject unique identifier: An optional-bit string field used to identify uniquely the subject in the event the 

X.500 name has been reused for different entities. 

Extensions: A set of one or more extension fields. Extensions were added in version 3 and are discussed 

later in this section. 

Signature: Covers all of the other fields of the certificate. One component of this field is the digital 

signature applied to the other fields of the certificate. This field includes the signature algorithm identifier. 

Digital certificate life-cycle management: 

As described earlier, digital certificates have a lifetime during which they are considered valid. When this 

lifetime expires, the certificate can no longer be used for authentication and must be updated to restore 

its validity. A certificate can also become invalid from being revoked by a CA. Common reasons for which 

a CA might revoke a digital certificate include a change in job status or suspicion of a compromised private 

key. 

The life cycle of a certificate can be broken into distinct stages, as discussed in the following sections. 

Certificate Enrollment 

Certificate enrollment is initiated by a user request to the appropriate CA. This is a cooperative process 

between a user (or a user's PKI software, such as an e-mail or Web browser application) and the CA. The 

enrollment request contains the public key and enrollment information. Once a user requests a certificate, 

the CA verifies information based on its established policy rules, creates the certificate, posts the 

certificate, and then sends an identifying certificate to the user. During the certificate distribution the CA 

sets policies that affect the use of the certificate. 

Certificate Validation 

When a certificate is used, the certificate status is checked to verify that the certificate is still operationally 

valid. During the validation process, the CA checks the status of the certificate and verifies that the 

certificate is not its Certificate Revocation List (CRL). 

Certificate Revocation 

A certificate issued by a CA includes an expiration date that defines how long the certificate is valid. If a 

certificate needs to be revoked before that date, the CA can be instructed to add the certificate to its CRL. 

Reasons a certificate might need to be revoked include the certificate being lost or compromised, or the 

person the certificate was issued to leaving the company. 
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Certificate Renewal 

When a certificate reaches its expiration date, and if the certificate policy allows it, it is renewed either 

automatically, or by user intervention. When renewing a certificate, you must choose whether or not to 

generate new public and private keys. 

Certificate Destruction 

When a certificate is no longer in use, the certificate and any backup copies or archived copies of the 

certificate should be destroyed, along with the private key associated with the certificate. This helps 

ensure that the certificate is not compromised and used. 

Certificate Auditing 

Certificate auditing involves tracking the creation, expiration, and revocation of certificates. In certain 

instances, it can also track each successful use of a certificate. 

PKI TRUST MODELS: 

• A trust Model is collection of rules that informs application on how to decide the legitimacy of a 

Digital Certificate.  

• Architecture of a PKI is composed of operations and security policies, security services and 

protocols that support interoperability using public key encryption and key management 

certificates.  

• In PKI a digital certificate issued by CA and applications are usually processed by the Registration 

Authorities (RA).  

• The responsibility of an RA is to analyze individual user who examines each application and 

notifies the CA, which is closer to the level of confidence of the applicant by checking the level of 

confidence, CA issue the certificate.  

• The architecture of a PKI system describes the organization of its CAs and the trust relationship 

among them. 

Peer to Peer Trust Model: 

• In this model, there is no starting point as a trusted root CA. Certificate user typically rely on their 

own local CA, and as a starting point of trust.  

• The two CA are now isolated. They are different trust domains; domain users can verify the 

domain user.  

• This trust model is the most prominent feature is its flexibility, making the trust domain extension 

is very convenient. 

• In the peer-to-peer model, the two CAs will certify the public key for each other, which creates a 

bidirectional trust.  

• This is referred to as cross certification, since the CAs do not receive their certificates and public 

keys from a superior CA, but instead they create them for each other. 
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Fig: Peer to Peer Trust Model 

Bridge Trust Model: 

• The “Bridge PKI” model is designed to support PKI applications across enterprises and avoid the 

situation where the user has to maintain information of a large number of trust points or an 

organization needs to establish crosslink to a large number of other organizations. 

• Using BCAs (in place of bilateral arrangements between separate PKIs) can decrease the total 

number of cross certificates required to join the PKIs.  

• The BCA does not become a trust anchor for any of the PKIs as it is not directly trusted by any of 

the PKI entities. Rather trust is referenced from internal PKI trust anchors. 

 
Fig: Bridge Trust Model 

Hierarchical trust model  

• Hierarchical trust model is like an inverted tree structure, in which root is the starting point of 

trust, that we all trusted root CA, the top-down parts of the branches have a CA, the leaf node is 

the user. 

• Root CA for the issuance of its certificate of direct descendants of the node; intermediate nodes 

as its direct descendant CA.  

• CA issued certificates node; intermediate nodes that the end-user CA can issue certificates, but 

for the end-user certificates issued under the CA cannot have a CA. 

• All nodes of the model have to trust the root CA, and keep a root CA's public key certificate.  

• Communication between any two users, in order to validate each other's public key certificate, 

must be achieved through the root CA. 
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Fig: Hierarchical Trust Model 

• It can be seen in the hierarchical model, the root CA is the trust center for all users, if root CA trust 

crisis occurs, there is a crisis of confidence throughout the PKI system, and thus in the chaotic 

Internet environment is very practical.  

• This model is not suitable for such an open environment in the Internet use, of course, not suitable 

for e-commerce systems, but it is suitable as the military, government or within the industry so 

that the upper and lower hierarchical departments. 

Hybrid Trust Model: 

• In practice, the general use of hybrid model is a combination of several models.  

• As shown in the Figure below, Root CA1 and CA to form a trust domain, the root CA CA2 and its 

children constitute another trusted domain.  

• They are hierarchical trust model. Then, the root of the root CA1 and CA2 for cross certification, 

which constitute the two other models. Thus, the two domain users can verify each other. This 

model has the advantage of easy to operate, widely used. 

 
Figure: Hybrid Trust Model 

Web-of-trust model  

• Web of trust is a term used in cryptography to describe decentralized security models in which 

participants authenticate the identities of other users.  
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• Web of trust is a concept to establish the authenticity of the binding between a public key and its 

owner.  

• Its decentralized trust model is an alternative to the centralized trust model of a public key 

infrastructure (PKI), which relies exclusively on a certificate authority (or a hierarchy of such).  

• In this type of system each user creates and signs certificates for the people he or she knows. 

Therefore, no central infrastructure needs to be developed. 

• The web-of-trust model differs greatly from the hierarchical model.  

• The hierarchical model is easily represented with computers as an inverted tree, but the web-of-

trust more closely relates to how people determine trust in their own lives.  

• The system allows users to specify how much trust to place in a signature by indicating how many 

independent signatures must be placed on a certificate for it to be considered valid. 

• This model works very well for small groups who have preexisting relationships, but it doesn't 

scale well for large groups or where consistency of assurance (e.g. level of authentication required 

before a certificate is issued) is important. 

PKIX Infrastructure: 

The principal objective for developing a PKI is to enable secure, convenient, and efficient acquisition of 

public keys. The Internet Engineering Task Force (IETF) Public Key Infrastructure X.509 (PKIX) working 

group has been the driving force behind setting up a formal (and generic) model based on X.509 that is 

suitable for deploying a certificate-based architecture on the Internet. Figure below shows the 

interrelationship among the key elements of the PKIX model. 

 

Fig: PKIX Architectural Model 
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The Elements of PKIX Model are: 

• End entity: A generic term used to denote end users, devices (e.g., servers, routers), or any other 

entity that can be identified in the subject field of a public-key certificate. End entities typically 

consume and/or support PKI-related services. 

• Certification authority (CA): The issuer of certificates and (usually) certificate revocation lists 

(CRLs). It may also support a variety of administrative functions, although these are often 

delegated to one or more Registration Authorities. 

• Registration authority (RA): An optional component that can assume a number of administrative 

functions from the CA. The RA is often associated with the end entity registration process but can 

assist in a number of other areas as well. 

• CRL issuer: An optional component that a CA can delegate to publish CRLs. 

• Repository: A generic term used to denote any method for storing certificates and CRLs so that 

they can be retrieved by end entities. 

The PKIX Management Functions are: 

• Registration: This is the process whereby a user first makes itself known to a CA (directly or 

through an RA), prior to that CA issuing a certificate or certificates for that user. Registration 

begins the process of enrolling in a PKI. Registration usually involves some offline or online 

procedure for mutual authentication. Typically, the end entity is issued one or more shared secret 

keys used for subsequent authentication. 

• Initialization: Before a client system can operate securely, it is necessary to install key materials 

that have the appropriate relationship with keys stored elsewhere in the infrastructure. For 

example, the client needs to be securely initialized with the public key and other assured 

information of the trusted CA(s), to be used in validating certificate paths. 

• Certification: This is the process in which a CA issues a certificate for a user’s public key, returns 

that certificate to the user’s client system, and/or posts that certificate in a repository. 

• Key pair recovery: Key pairs can be used to support digital signature creation and verification, 

encryption and decryption, or both. When a key pair is used for encryption/decryption, it is 

important to provide a mechanism to recover the necessary decryption keys when normal access 

to the keying material is no longer possible, otherwise it will not be possible to recover the 

encrypted data. Loss of access to the decryption key can result from forgotten passwords/PINs, 

corrupted disk drives, damage to hardware tokens, and so on. Key pair recovery allows end 

entities to restore their encryption/decryption key pair from an authorized key backup facility 

(typically, the CA that issued the end entity’s certificate). 

• Key pair update: All key pairs need to be updated regularly (i.e., replaced with a new key pair) and 

new certificates issued. Update is required when the certificate lifetime expires and as a result of 

certificate revocation. 

• Revocation request: An authorized person advises a CA of an abnormal situation requiring 

certificate revocation. Reasons for revocation include private key compromise, change in 

affiliation, and name change. 

• Cross certification: Two CAs exchange information used in establishing a cross-certificate. A cross-

certificate is a certificate issued by one CA to another CA that contains a CA signature key used 

for issuing certificates. 
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Email Security: 

• Email security refers to the collective measures used to secure the access and content of an email 

account or service.  

• It allows an individual or organization to protect the overall access to one or more email 

addresses/accounts. 

• An email service provider implements email security to secure subscriber email accounts and data 

from hackers - at rest and in transit. 

• Email security is a broad term that encompasses multiple techniques used to secure an email 

service.  

• From an individual/end user standpoint, proactive email security measures include: 

o Strong passwords 

o Password rotations 

o Spam filters 

o Desktop-based anti-virus/anti-spam applications 

• Similarly, a service provider ensures email security by using strong password and access control 

mechanisms on an email server; encrypting and digitally signing email messages when in the inbox 

or in transit to or from a subscriber email address.  

• It also implements firewall and software-based spam filtering applications to restrict unsolicited, 

untrustworthy and malicious email messages from delivery to a user’s inbox. 

Pretty Good Privacy (PGP): 

• PGP was designed to provide all four aspects of security, i.e., privacy, integrity, authentication, 

and non-repudiation in the sending of email. 

• PGP uses a digital signature (a combination of hashing and public key encryption) to provide 

integrity, authentication, and non-repudiation. PGP uses a combination of secret key encryption 

and public key encryption to provide privacy. 

• When sending digital signatures, PGP uses an efficient algorithm that generates a hash (a 

mathematical summary) from the user's name and other signature information.  

• This hash code is then encrypted with the sender's private key. The receiver uses the sender's 

public key to decrypt the hash code.  

• If it matches the hash code sent as the digital signature for the message, the receiver is sure that 

the message has arrived securely from the stated sender.  

• PGP's RSA version uses the MD5 algorithm to generate the hash code. PGP's Diffie-Hellman 

version uses the SHA-1 algorithm to generate the hash code. 

• Pretty Good Privacy can be used to authenticate digital certificates and encrypt/decrypt texts, 

emails, files, directories and whole disk partitions. 

At Sender Side, 

• The e-mail message is hashed by using a hashing function to create a digest. 

• The digest is then encrypted to form a signed digest by using the sender's private key, and then 

signed digest is added to the original email message. 
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• The original message and signed digest are encrypted by using a one-time secret key created by 

the sender. 

• The secret key is encrypted by using a receiver's public key. 

• Both the encrypted secret key and the encrypted combination of message and digest are sent 

together. 

 

At Receiver Side, 

• The receiver receives the combination of encrypted secret key and message digest is received. 

• The encrypted secret key is decrypted by using the sender's private key to get the one-time secret 

key. 

• The secret key is then used to decrypt the combination of message and digest. 

• The digest is decrypted by using the sender's public key, and the original message is hashed by 

using a hash function to create a digest. 

• Both the digests are compared if both of them are equal means that all the aspects of security are 

preserved. 
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Following is the PGP Message Format: 

 

Services provided by PGP: 

PGP consists of the following five services: 

• Authentication 

• Confidentiality 

• Compression 
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• E-mail compatibility 

• Segmentation 

 

 

Secure Socket Layer (SSL) Protocol: 

• Secure Sockets Layer (SSL) is a standard protocol used for the secure transmission of documents 

over a network.  

• Developed by Netscape, SSL technology creates a secure link between a Web server and browser 

to ensure private and integral data transmission.  

• SSL uses Transport Control Protocol (TCP) for communication. 

• In SSL, the word socket refers to the mechanism of transferring data between a client and server 

over a network. 

• When using SSL for secure Internet transactions, a Web server needs an SSL certificate to establish 

a secure SSL connection. SSL encrypts network connection segments above the transport layer. 

• SSL follows an asymmetric cryptographic mechanism, in which a Web browser creates a public 

key and a private (secret) key. The public key is placed in a data file known as a certificate signing 

request (CSR). The private key is issued to the recipient only. 

• The objectives of SSL are: 

o Data integrity: Data is protected from tampering. 

o Data privacy: Data privacy is ensured through a series of protocols, including the SSL 

Record Protocol, SSL Handshake Protocol, SSL Change Cipher Spec Protocol and SSL Alert 

Protocol. 
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o Client-server authentication: The SSL protocol uses standard cryptographic techniques to 

authenticate the client and server. 

SSL Protocol Stack: 

 

SSL Record Protocol: 

SSL Record provide two services to SSL connection. 

• Confidentiality 

• Message Integrity 

In SSL Record Protocol application data is divided into fragments. The fragment is compressed and then 

encrypted MAC (Message Authentication Code) generated by algorithms like SHA (Secure Hash Protocol) 

and MD5 (Message Digest) is appended. After that encryption of the data is done and in last SSL header 

is appended to the data. 
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SSL Handshake: 

Handshake Protocol is used to establish sessions. This protocol allows client and server to authenticate 

each other by sending a series of messages to each other. Handshake protocol uses four phases to 

complete its cycle. 

 

Change-cipher Protocol: 

This protocol uses SSL record protocol. Unless Handshake Protocol is completed, the SSL record Output 

will be in pending state. After handshake protocol the Pending state is converted into Current state. 

Change-cipher protocol consists of single message which is 1 byte in length and can have only one value. 

This protocol purpose is to cause the pending state to be copied into current state. 

 

Alert Protocol: 

This protocol is used to convey SSL-related alerts to the peer entity. Each message in this protocol contain 

2 bytes. 

Transport Layer Security (TLS): 

• One of the most widely used security services is Transport Layer Security (TSL); the current version 

is Version 1.2, defined in RFC 5246.  

• TLS is an Internet standard that evolved from a commercial protocol known as Secure Sockets 

Layer (SSL).  

• Although SSL implementations are still around, it has been deprecated by IETF and is disabled by 

most corporations offering TLS software.  

• TLS is a general-purpose service implemented as a set of protocols that rely on TCP. At this level, 

there are two implementation choices.  
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• For full generality, TLS could be provided as part of the underlying protocol suite and therefore 

be transparent to applications.  

• Alternatively, TLS can be embedded in specific packages. For example, most browsers come 

equipped with TLS, and most Web servers have implemented the protocol. 

TLS Architecture: 

TLS is designed to make use of TCP to provide a reliable end-to-end secure service. TLS is not a single 

protocol but rather two layers of protocols, as illustrated in Figure below. 

 

Fig: TLS Protocol Stack 

The TLS Record Protocol provides basic security services to various higher layer protocols. In particular, 

the Hypertext Transfer Protocol (HTTP), which provides the transfer service for Web client/server 

interaction, can operate on top of TLS. 

Two important TLS concepts are the TLS session and the TLS connection, which are defined in the 

specification as follows: 

• Connection: A connection is a transport (in the OSI layering model definition) that provides a 

suitable type of service. For TLS, such connections are peer-to-peer relationships. The connections 

are transient. Every connection is associated with one session. 

• Session: A TLS session is an association between a client and a server. Sessions are created by the 

Handshake Protocol. Sessions define a set of cryptographic security parameters, which can be 

shared among multiple connections. Sessions are used to avoid the expensive negotiation of new 

security parameters for each connection. 

Between any pair of parties (applications such as HTTP on client and server), there may be multiple secure 

connections and sessions. There are a number of states associated with each session. Once a session is 

established, there is a current operating state for both read and write (i.e., receive and send). In addition, 

during the Handshake Protocol, pending read and write states are created. Upon successful conclusion of 

the Handshake Protocol, the pending states become the current states. 

TLS Record Protocol 

The TLS Record Protocol provides two services for TLS connections: 

• Confidentiality: The Handshake Protocol defines a shared secret key that is used for conventional 

encryption of TLS payloads. 
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• Message Integrity: The Handshake Protocol also defines a shared secret key that is used to form 

a message authentication code (MAC). 

Figure below indicates the overall operation of the TLS Record Protocol. The Record Protocol takes an 

application message to be transmitted, fragments the data into manageable blocks, optionally 

compresses the data, applies a MAC, encrypts, adds a header, and transmits the resulting unit in a TCP 

segment. Received data are decrypted, verified, decompressed, and reassembled before being delivered 

to higher-level users. 

 

Fig: TLS Record Protocol Operation 

Change Cipher Spec Protocol 

The Change Cipher Spec Protocol is one of the four TLS-specific protocols that use the TLS Record Protocol, 

and it is the simplest. This protocol consists of a single message, which consists of a single byte with the 

value 1. The sole purpose of this message is to cause the pending state to be copied into the current state, 

which updates the cipher suite to be used on this connection. 

Alert Protocol 

The Alert Protocol is used to convey TLS-related alerts to the peer entity. As with other applications that 

use TLS, alert messages are compressed and encrypted, as specified by the current state. 

TLS Handshake Protocol: 
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Fig: TLS Handshake Action 

TLS Heartbeat Protocol: 

The Heartbeat protocol is a new protocol running on top of the Record Layer. The heartbeat is used to 

make sure that the peer is still alive. A HeartbeatRequest message can arrive almost at any time during 

the lifetime of a connection.  Whenever a HeartbeatRequest message is received, it SHOULD be answered 

with a corresponding HeartbeatResponse message. 
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IP Security: 

• IPsec, also known as the Internet Protocol Security or IP Security protocol, defines the architecture 

for security services for IP network traffic.  

• IPsec describes the framework for providing security at the IP layer, as well as the suite of 

protocols designed to provide that security, through authentication and encryption of IP network 

packets.  

• Also included in IPsec are protocols that define the cryptographic algorithms used to encrypt, 

decrypt and authenticate packets, as well as the protocols needed for secure key exchange and 

key management. 

• IPsec originally defined two mechanisms for imposing security on IP packets: the Encapsulating 

Security Payload (ESP) protocol, which defined a method for encrypting data in IP packets, and 

the Authentication Header (AH) protocol, which defined a method for digitally signing IP packets.  

• The Internet Key Exchange (IKE) protocol is used to manage the cryptographic keys used by hosts 

for IPsec. 

• IPsec can be used to protect network data, for example, by setting up circuits using IPsec 

tunneling, in which all data being sent between two endpoints is encrypted, as with a Virtual 

Private Network (VPN) connection; for encrypting application layer data; and for providing 

security for routers sending routing data across the public internet. IPsec can also be used to 

provide authentication without encryption, for example to authenticate that data originates from 

a known sender. 

Applications of IPsec 

IPsec provides the capability to secure communications across a LAN, across private and public WANs, and 

across the Internet. Examples of its use include: 

• Secure branch office connectivity over the Internet: A company can build a secure virtual private 

network over the Internet or over a public WAN. This enables a business to rely heavily on the 

Internet and reduce its need for private networks, saving costs and network management 

overhead. 

• Secure remote access over the Internet: An end user whose system is equipped with IP security 

protocols can make a local call to an Internet Service Provider (ISP) and gain secure access to a 

company network. This reduces the cost of toll charges for traveling employees and 

telecommuters. 

• Establishing extranet and intranet connectivity with partners: IPsec can be used to secure 

communication with other organizations, ensuring authentication and confidentiality and 

providing a key exchange mechanism. 

• Enhancing electronic commerce security: Even though some Web and electronic commerce 

applications have built-in security protocols, the use of IPsec enhances that security. IPsec 

guarantees that all traffic designated by the network administrator is both encrypted and 

authenticated, adding an additional layer of security to whatever is provided at the application 

layer. 
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The principal feature of IPsec that enables it to support these varied applications is that it can encrypt 

and/or authenticate all traffic at the IP level. Thus, all distributed applications (including remote logon, 

client/server, email, file transfer, Web access, and so on) can be secured. 

 

Fig: An IPSec VPN Scenario 

Benefits of IPsec 

Some of the benefits of IPsec: 

• When IPsec is implemented in a firewall or router, it provides strong security that can be 

applied to all traffic crossing the perimeter. Traffic within a company or workgroup does not 

incur the overhead of security-related processing. 

• IPsec in a firewall is resistant to bypass if all traffic from the outside must use IP and the 

firewall is the only means of entrance from the Internet into the organization. 

• IPsec is below the transport layer (TCP, UDP) and so is transparent to applications. 

• There is no need to change software on a user or server system when IPsec is implemented 

in the firewall or router. Even if IPsec is implemented in end systems, upper-layer software, 

including applications, is not affected. 

• IPsec can be transparent to end users. There is no need to train users on security mechanisms, 

issue keying material on a per-user basis, or revoke keying material when users leave the 

organization. 

• IPsec can provide security for individual users if needed. This is useful for offsite workers and 

for setting up a secure virtual subnetwork within an organization for sensitive applications. 
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IPsec Services 

• IPsec provides security services at the IP layer by enabling a system to select required security 

protocols, determine the algorithm(s) to use for the service(s), and put in place any cryptographic 

keys required to provide the requested services. 

• Two protocols are used to provide security: an authentication protocol designated by the header 

of the protocol, Authentication Header (AH); and a combined encryption/authentication protocol 

designated by the format of the packet for that protocol, Encapsulating Security Payload (ESP). 

• These are the services provided by IPSec: 

o Access control 

o Connectionless integrity 

o Data origin authentication 

o Rejection of replayed packets (a form of partial sequence integrity) 

o Confidentiality (encryption) 

o Limited traffic flow confidentiality 

Transport and Tunnel Modes 

o Transport mode provides protection primarily for upper-layer protocols. That is, transport mode 

protection extends to the payload of an IP packet. Typically, transport mode is used for end-to-

end communication between two hosts (e.g., a client and a server, or two workstations).  

o When Tunnel mode provides protection to the entire IP packet. To achieve this, after the AH or 

ESP fields are added to the IP packet, the entire packet plus security fields is treated as the payload 

of new outer IP packet with a new outer IP header. Tunnel mode is used when one or both ends 

of a security association (SA) are a security gateway, such as a firewall or router that implements 

IPsec. 

 

Fig: Transport Mode and Tunnel Mode functionality of IPSec 

Firewalls: 

A firewall is a network security device, either hardware or software-based, which monitors all incoming 

and outgoing traffic and based on a defined set of security rules it accepts, rejects or drops that specific 

traffic. 
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Accept : allow the traffic 

Reject : block the traffic but reply with an “unreachable error” 

Drop : block the traffic with no reply 

 

A firewall establishes a barrier between secured internal networks and outside untrusted network, such 

as the Internet. 

 

Fig: Firewall 

Characteristics of a Firewall: 

• Different protection levels based on the location of the computer: When your PC connects to a 

network, the firewall applies a security level in accordance with the type of network. If you want 

to change the security level assigned initially, you can do this at any time through the firewall 

settings. 

• Protection of wireless networks (Wi-Fi): Blocks intrusion attempts launched through wireless 

networks (Wi-Fi). When an intruder attempts to access, a pop-up warning is displayed that allows 

you to immediately block the attack. 

• Access to the network and the Internet: It specifies which programs installed on your computer 

can access the network or the Internet. 

• Protection against intruders: It prevents hacker attacks that try to access your computer to carry 

out certain actions. 

• Blocks: The firewall can block the access of the programs that you specify should not be able to 

access the local network or the Internet. It also blocks access from other computers that try to 

connect to programs installed on your computer. 

• Definition of rules: This defines rules that you can use to specify which connections you want to 

allow and the ports and zones through which the connection can be established. 
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Types of Firewall: 

Firewalls can be categorized as follows: 

 

Packet Filtering Firewall: 

As the most “basic” and oldest type of firewall architecture, packet-filtering firewalls basically create a 

checkpoint at a traffic router or switch. The firewall performs a simple check of the data packets coming 

through the router—inspecting information such as the destination and origination IP address, packet 

type, port number, and other surface-level information without opening up the packet to inspect its 

contents. 

If the information packet doesn’t pass the inspection, it is dropped. 

The good thing about these firewalls is that they aren’t very resource-intensive. This means they don’t 

have a huge impact on system performance and are relatively simple. However, they’re also relatively 

easy to bypass compared to firewalls with more robust inspection capabilities. 
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Circuit-Level Gateways 

As another simplistic firewall type that is meant to quickly and easily approve or deny traffic without 

consuming significant computing resources, circuit-level gateways work by verifying the transmission 

control protocol (TCP) handshake. This TCP handshake check is designed to make sure that the session 

the packet is from is legitimate. 

While extremely resource-efficient, these firewalls do not check the packet itself. So, if a packet held 

malware, but had the right TCP handshake, it would pass right through. This is why circuit-level gateways 

are not enough to protect by themselves. 

 

Stateful Inspection Firewalls: 

These firewalls combine both packet inspection technology and TCP handshake verification to create a 

level of protection greater than either of the previous two architectures could provide alone. In other 

words, they do the job of both packet filtering and circuit level filtering firewalls. 
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However, these firewalls do put more of a strain on computing resources as well. This may slow down the 

transfer of legitimate packets compared to the other solutions. 

 

 

Application Level Gateway: 

An application-level gateway, also called an application proxy, acts as a relay of application-level traffic. 

The user contacts the gateway using a TCP/IP application, such as Telnet or FTP, and the gateway asks the 

user for the name of the remote host to be accessed. 

When the user responds and provides a valid user ID and authentication information, the gateway 

contacts the application on the remote host and relays TCP segments containing the application data 

between the two endpoints. 

If the gateway does not implement the proxy code for a specific application, the service is not supported 

and cannot be forwarded across the firewall. 

Application proxy filters incoming node traffic to certain specifications which mean that only transmitted 

network application data is filtered. 

Application-level gateways tend to be more secure than packet filters.  

In addition, it is easy to log and audit all incoming traffic at the application level. 

Rather than trying to deal with the numerous possible combinations that are to be allowed and forbidden 

at the TCP and IP level, the application-level gateway need only examine a few allowable applications.  

A prime disadvantage of this type of gateway is the additional processing overhead on each connection. 
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Next Generation Firewalls: 

Next Generation Firewalls are being deployed these days to stop modern security breaches like advance 

malware attacks and application-layer attacks. Next gen firewall consists of Deep Packet Inspection, 

Application Inspection, SSL/SSH inspection and many functionalities to protect the network from these 

modern threats. 

Some common features of next-generation firewall architectures include deep-packet inspection 

(checking the actual contents of the data packet), TCP handshake checks, and surface-level packet 

inspection. Next-generation firewalls may include other technologies as well, such as intrusion prevention 

systems (IPSs) that work to automatically stop attacks against your network. 


